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(57) Abstract 

A server computer (402) and a client computer (404) establish a reliable Internet Protocol (IP) application session through a first 
network connection point (410) associated with a first IP address, and thereafter, determine that the first network connection point (410) 
is inadequate for continuing the session. In response, the server computer (402) and the client computer (404) cooperate to transfer the 
session to a second network connection point (412) associated witfi a second IP address, widiout interrupting the session. 
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METHOD AND APPARATUS IN A DATA COMMUNICATION SYSTEM FOR 
ESTABLISHING A RELIABLE INTERNET PROTOCOL SESSION 

Field of the Invention 

5 

This invention relates in general to Internet Protocol networking using 
client/server applications, and more specifically to the provision of reliable 
communications between a server and a client. 

10 Background of the Invention 

The Internet Protocol (IP) provides a method of establishing communication 
between applications on separate, networked computers. Each computer is assumed 
to be identifiable by one IP address; therefore, if there is a network problem that 

15 interrupts conmiunication between the two addressable points, the applications are 
unable to maintain their conversation and the session terminates abnormally. 

Some computer platforms, most notably those that are capable of operating in 
a clustered configuration, can support network connections via two or more 
independent IP addressable points. One such computer can simultaneously 

20 maintain IP connectivity to a network via several addresses, however the network 
considers each address to be a separate entity. Thus, if there is a network problem 
that interrupts communication on one of the addresses, affected applications still 
are unable to maintain their conversation and the session, still terminates 
abnormally. 

25 What is needed is a method and apparatus for establishing a reliable Internet 

Protocol (IP) session between a server application and a client application. When 
a network problem occurs during a session between two networked computers, 
both computers require a method of locating an alternate IP network connection 
point, re-establishing the connection, and completing the data exchange from the 

30 point of failure, without interrupting the session. 
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Summary of the Invention 

An aspect of the present invention is a method in a data communication 
system for establishing a reliable Internet Protocol (IP) session between a server 

5 application and a client application. The method comprises the steps of 

establishing the session through a first network connection point associated with a 
first IP address, and thereafter, determining that the first network connection point 
is inadequate for continuing the session. The method further comprises, in 
response to the determining step, the step of transferring the session to a second 

10 network connection point associated with a second IP address, without interrupting 
the session. 

Another aspect of the present invention is a first computer in a data 
communication system for establishing a reliable Internet Protocol (IP) session 
between a server application and a client application. The first computer 

15 comprises a network interface for establishing the session with a second computer 
through a network, and a processing system for controlling the session. The 
processing system is programmed to establish the session through a first network 
connection point associated with a first IP address, and thereafter, to determine 
whether the first network connection point is inadequate for continuing the session. 

20 The processing system is further programmed, in response to detenriining that the 
first network connection point is inadequate, to transfer the session to a second 
network connection point associated with a second IP address, without interrupting 
the session. 

Another aspect of the present invention is a second computer in a data 
25 communication system for establishing a reliable Internet Protocol (IP) session 
between a server application and a client application. The second computer 
comprises a network interface for establishing the session with a first computer 
through a network, and a processing system for controlling the session. The 
processing system is programmed to establish the session through a first network 
30 connection point associated with a first IP address, and thereafter, to determine 
whether the first network connection point is inadequate for continuing the session. 
The processing system is further programmed, in response to determining that the 
first network connection point is inadequate, to transfer the session to a second 
network connection point associated with a second IP address, without interrupting 
35 the session. 
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Brief Description of the Drawings 

FIG. 1 depicts a prior-art IP client/server application session using available 
5 protocols. 

FIG. 2 depicts a prior-art IP client/server application session interrupted 
during failure of part of the network connection. 

FIG. 3 depicts a prior-art server computer with multiple network connections 
communicating with a client that has one network connection. 
10 FIG. 4 depicts an exemplary server computer with multiple network 

connection points communicating with a client computer in accordance with the 
present invention. 

FIG. 5 depicts the exemplary server computer redirecting its client computer 
to an alternate network connection point in accordance with the present invention. 
15 FIG. 6 depicts a simplified schematic of FIGs. 4 and 5, in which an 

Application Programmatic Interface (API), a Middleware Program (MP), and an 
Internet Protocol Network Layer (IPNL) are indicated in accordance with the 
present invention. 

FIG. 7 depicts exemplary sets of IP addressable connection points that the 
20 server computer provides to its client computers, and exemplary connection 
information available to the client computer in accordance with the present 
invention. 

FIG. 8 is an exemplary flow diagram depicting how the client computer 
utilizes the information it possesses about a server computer's network connection 
25 points to select a connection point and establish communication with the server 
computer in accordance with the present invention. 

FIG. 9 is an exemplary flow diagram depicting how the server computer 
advertises additional network connection points to a client that has already 
established communication with the server computer in accordance with the present 
30 invention. 

FIG. 10 is a ladder diagram depicting an example communication session 
between a client computer and the server computer in accordance with the present 
invention. 

FIG. 11 depicts an exemplary list of additional server computer coimection 
35 points maintained by the client computer once the server computer has made the 
information available. 
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FIGs. 12-14 are ladder diagrams depicting example communicatioh sessions 
between a client and server computer in accordance with the present invention. 

FIG. 15 is an electrical block diagram of an exemplary computer suitable for 
use either.as the server computer or as the client computer, in accordance with the 
5 present invention. 

Detailed Description of the Drawings 

Referring now to the drawings, FIG. 1 depicts a prior-art IP client/server 

10 application session using available protocols. The session takes place through a 
conventional server IP network layer 110, an IP network 106, and a conventional 
client IP network layer 116. When a server application 108 running on the server 
computer 102 with a single IP network connection point 1 12 maintains a session 
with a client application 118 running on a client computer 104, the session is 

15 subject to the failure of, or congestion within, the network connection point 112, 
114 at either the client or server end. 

FIG. 2 depicts a prior-art IP client/server application session interrupted 
during failure of part of the network connection, showing the effect of such a 
failure when it occurs at the server network connection point 112. As a result of 

20 the indicated failure, the application session is lost and any data transfer that may 
have been underway at the time is terminated with an accompanying loss of data. 

FIG. 3 depicts the prior-art server computer 102 with multiple network 
connections for communicating with the client computer 104, which has one 
network connection. The server computer 102 can support multiple independently- 

25 addressable IP network connection points 302. The client computer 104 must 
select one of the server computer's available connection points 302 to establish 
communication. Once a session has begun, if the selected one of the network 
connection points 302 fails or has congestion, the session can be interrupted and 
can terminate abnormally. 

30 FIG. 4 depicts an exemplary server computer 402 with multiple network 

connection points 410, 412 communicating with a client computer 404 in 
accordance with the present invention. An Application Programmatic Interface 
(API) (not shown) and a middleware program 406 reside on the server computer 
402, directing the application 108 to one of two available IP network connection 

35 points 410, 412 for receipt of application session requests. The middleware 
program 406 provides a layer of insulation between the application 108 and the 
multiple network connection points 410, 412, managing the provision of network 
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connections to the application 108. A similar API and middleware program 408 
also reside on the client computer 404, managing the selection of the target 
network connection points 410, 412 on the server computer 402. The middleware 
programs 406, 408 maintain a session between the application 1 18 on the client 
computer 404 and the application 108 on the server computer 402 in case the 
connection point, e.g., the connection point 410, at the server end fails. In one 
embodiment, the conununications between the server middleware program 406 and 
the client middleware program 408 preferably employ portions of a conmiunication 
protocol known as Radio Data-Link Access Procedure (RD-LAP), available from 
Motorola, Inc. of Schaumburg, IL. 

FIG. 5 depicts the exemplary server computer 402 redirecting its client 
computer 404 to an alternate network connection point 412 in accordance with the 
present invention. FIG. 5 is similar to FIG. 4, the essential difference being that 
in FIG. 5 the IP network connection point 410 has become inadequate for 
continuing the session, e.g., it has failed or is congested. In response, the two 
middleware programs 406, 408 advantageously cooperate to transfer the session 
through the network connection point 412, without interrupting the session. How 
the transfer takes place will be described further below, 

FIG. 6 depicts a simplified schematic of the systems of FIGs. 4 and 5, in 
which an Application Progranmiatic Interface (API), a Middleware Program (MP), 
and an Internet Protocol Network Layer (IPNL) are indicated. In this drawing, the 
server and client applications 108, 118 are not shown, however, any application 
running on the client computer 404 with a session to another application on the 
server computer 402 will utilize the API 604 to the middleware program 408, 
which then manages the IPNL 116. Similarly, any application running on the 
server computer 402 with a session to another application on the client computer 
404 will utilize the API 602 to the middleware program 406, which then manages 
the IPNL 110. 

FIG. 7 depicts exemplary sets of IP addressable connection points that the 
server computer 402 provides to its client computers 404, and exemplary 
connection information available to the client computers 404 in accordance with the 
present invention. The server computer IP addresses are split into two groups: the 
Static Computer Addresses (SCAs) 706 and the Dynamic Computer Addresses 
(DC As) 708. The middleware program 408 on the client computer 404 has access 
to local configuration information (e.g., a host name) such that it can determine an 
SCA table 702 comprising SCAs belonging to the server computer 402 using 
standard techniques (e.g. a domain name server, a hosts file, etc.). In this example, 

-5- 
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a domain name server 704 maps the SCA host names from the SCA table 702 on 
the client computer 404 to an IP address belonging to the SCAs 706 on the server 
computer 402. The domain name server 704 also makes the set of DCAs 708 
available to the client computer 404. The server computer 402 will provide the list 

5 of available DCAs 708 to the client computer 404 once a connection has been 
established using one of the SCAs 706. 

When an application on the client computer 404 wishes to establish 
conununication with an application on the server computer 402, it issues an API 
"Connect" request. The API 604 passes the request to the middleware program 

10 408, which then follows an algorithm to determine which of the available SCA IP 
addressable connection points provided by the server computer 402 will be used. 

FIG. 8 is an exemplary flow diagram depicting how the client computer 404 
utilizes the information it possesses about a server computer's network connection 
points to select a connection point and establish communication with the server 

15 computer 402 in accordance with the present invention. First, the client computer 
404 examines the SCA table 702 to select 802 the next available SCA host 
identifier. The client computer 404 then uses well known techniques to resolve 
804 the SCA host identifier into an IP address. The client computer next uses 
additional well-known techniques to attempt 806 to establish a connection with the 

20 server computer's IP addressable connection point identified by the IP address just 
resolved. At step 808 the client computer 404 determines whether the connection 
attempt was successful. If successful, the client computer 404 proceeds to step 
812; if a time-out or error occurred instead, the client computer 404 proceeds to 
step 810. 

25 At Step 812, the connection has been established, and the client computer 

sends 812 a success indication to the application on the client computer 404, and 
then sends 814 a connection acknowledgment to the server computer 402. At step 
810, the client computer checks whether there are additional, unused SCAs in the 
SCA table 702. If so the client computer 404 returns to step 802; otherwise the 

30 client computer 404 proceeds to step 816, where it sends a failure indication to the 
client application. 

Once an application on the client computer 404 has established 
communication with an application on the server computer 402, the server 
computer's middleware program 406 can "advertise** a set of DCAs to the client 

35 computer's middleware program 408. The server computer's MP configuration 
may change at any time, so it also may advertise an updated DCA list to the client 
computer's middleware program 408 at any time. It will be appreciated that the 
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SCA and DC A lists preferably are made fully available to the client middleware 
program 408 each time a new or replacement connection is made. More 
specifically, any state information associated with an SCA or a DC A indicating 
that a coimection attempt to that address has failed during a previous execution of 
the flow chart of FIG. 8 should be cleared before the client computer 404 attempts 
to establish or re-establish a connection with the server computer 402. 

FIG. 9 is an exemplary flow diagram depicting how the server computer 402 
advertises additional network connection points to a client computer 404 that has 
already established conununication with the server computer 402, in accordance 
with the present invention. First, the server computer 402 uses well-known 
techniques to accept 902 a connection request from the client computer 404 and to 
establish communication therewith. The server computer 402 then sends 904 a list 
of DC As 708 to the client computer 404. The server computer 402 periodically 
determines 906 whether the DC A list on the server computer 402 has been 
updated. If it has been updated, the server computer determines 908 whether the 
client computer 404 is still connected to the server computer 402. If the 
connection is still available, the flow returns to step 904 to send the DCA list; 
otherwise the process ends. If, on the other hand, at step 906 the DCA list has not 
been updated, the server computer 402 repeats step 906 (after a predetermined 
waiting period). 

FIG. 10 is a ladder diagram 1000 depicting an example communication 
session between a client computer and the server computer in accordance with the 
present invention. In the diagram, time progresses forward down the vertical axes, 
as depicted by the time line 1006. A server middleware line 1002 depicts events 
generated and received by the server middleware program 406, while a client 
middleware line 1004 depicts events generated and received by the client 
middleware program 408. First, the client middleware program 408 locates an 
SCA IP network connection point, SCAl, from its SCA table 702 and attempts to 
connect to it. In this case, the attempt fails, when the client middleware program 
408 determines that a time-out has occurred on the connection attempt. Next, the 
client middleware program 408 locates the next SCA IP connection point, SCA2, 
from its SCA table 702 and attempts to connect to it. In this case, the connection 
attempt succeeds. In response, the server middleware program 406 issues a 
successful connection message (OK) to the client middleware program 408. The 
client middleware program 408 then issues an acknowledgment of receipt of the 
successful connection message to the server middleware program 406. The server 
middleware program 406 then sends its list of DCA IP connection points to the 
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client middleware program 408. At some point in time during the connection, the 
server middleware program 406 determines that its DC A list has been updated. In 
response, the server middleware program 406 sends its list of DC A IP connection 
points to the client middleware program 408. 

FIG. 11 depicts an example DCA table 1102 comprising additional server 
computer connection points maintained by the client computer 404 once the server 
computer 402 has made the information available to the client computer 404. The 
client computer 404 has successfully established a connection to the server 
computer 402 via the IP addressable connection point referenced by the entry 
named **SCA2'' in the SCA table 702 maintained by the client middleware 
program 408. After the connection was made, the server computer 402 sent a new 
list of IP addressable connection points to the client computer 404 which then 
stored the information in its DCA table 1102. 

The algorithms detailed in FIGs. 8 and 9 can be employed to provide the 
client middleware program 408 with the ability to "roam" between available IP 
addressable connection points on the server computer 402. When failure or 
congestion within an established connection is discovered by the client middleware 
program 408, it can dien attempt to establish a connection to one of the alternate IP 
addressable points referenced by entries in either the SCA or DCA tables 702. 
1102. The server and client applications are unaware of the changed connection 
point. 

FIGs. 12-14 are ladder diagrams 1200, 1300, 1400 depicting example 
communication sessions between the client and server computers in accordance 
with the present invention. The diagram 1200 demonstrates a typical exchange 
between the client and server computers 404, 402 employing the middleware 
embodiment of this disclosure. In this example, a connection fails while the client 
and server applications are performing a data transfer. The recovery is handled by 
the middleware programs 406, 408 in such a way that the applications are never 
aware that a failure has occurred. In this diagram, time progresses forward down 
the vertical axes, as indicated by the time line 1208. A first server middleware 
line 1202 depicts events generated and received by the server middleware program 
406 through the IP connection point SCA2, while a second server middleware line 
1206 depicts events generated and received by the server middleware program 406 
through the IP connection point. 

Using the algorithm described in FIG. 8, the client middleware program 408 
locates the IP connection point, SCA2, from its SCA table and establishes a 
connection to it; the server middleware program 406 issues the successful 

-8- 
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connection message (OK) to the client middleware program 408; and the client 
middleware program 408 sends an acknowledgment of receipt of the successful 
connection message to the server middleware program 406. The server 
middleware program 406 then sends its list of DCA IP connection points to the 

6 client middleware program 408. The client application 118 issues an API "Send'* 
request to the client middleware program 408 to transmit its first set of data to the 
server application 108. The server middleware program 406 then acknowledges 
receipt of the first set of data and forwards the data to the server application 108. 
The client application 118 issues an API "Send** request to the client middleware 

10 program 408 to transmit its second set of data to the server application 108. The 
server middleware program 406 acknowledges receipt of the second set of data and 
forwards the data to the server application 108. The connection between the client 
computer and the server computer at the IP addressable connection point identified 
by SCA2 then fails. The client application 1 18 issues an API "Send" request to 

15 the client middleware program 408 to transmit its third set of data to the 

application on the server computer. The client middleware program 408 makes 
several attempts to transmit the data to the server computer 402 but is unsuccessful 
due to the connection failure. The middleware programs 406, 408 preferably 
provide a configurable setting for the number of transmissions that will be 

20 attempted before a connection is deemed to have failed. They also preferably 
provide a configurable setting for the delay between transmission attempts for the 
same set of data. Having determined that the connection to SCA2 is no longer 
available, the client middleware program 408 selects an alternate connection point 
on the server computer 402 from its SCA and DCA tables 702, 1 102. Using the 

25 algorithm described in FIG. 8, the client middleware program 408 locates the IP 
connection point, DCAl, from its DCA table 1102 and establishes a connection to 
it; the server middleware program 406 issues the successful connection message 
(OK); and the client middleware program 408 acknowledges the connection. The 
client middleware program 408 then completes the API "Send" request for the 

30 third set of data by successfully transmitting the data to the new connection point, 
DCAl. The server middleware program 406 acknowledges receipt of the third set 
of data and forwards the data to the application 108 on the server computer 402. 

The ladder diagram 1300 demonstrates an exchange between client and server 
computers employing the middleware embodiment of this disclosure. In this 

35 example, the client computer 404, while in the middle of data transfer, determmes 
that the original connection point is congested and roams to an alternate connection 
point. The change is handled by the middleware programs 406, 408 in such a way 
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that the applications are never aware that the connection point has switched. Using 
the algorithm described in FIG. 8, the client middleware program 408 locates the 
IP connection point, SCA2, from its SCA table and establishes a connection to it; 
the server middleware program 406 issues the successful connection message (OK) 

5 to the client middleware program 408; and the client middleware program 408 
sends an acknowledgment of receipt of the successful connection message to the 
server middleware program 406. The server middleware program 406 then sends 
its list of DC A IP connection points to the client middleware program 408. The 
client application 118 then issues an API "Send" request to the client middleware 

10 program 408 to transmit its first set of data to the server application 108. The 
server middleware program 406 acknowledges receipt of the first set of data and 
forwards the data to the server application 108. The client application 118 issues 
an API "Send" request to the client middleware program 408 to transmit its second 
set of data to the server application 108. The server middleware program 406 

15 acknowledges receipt of the second set of data and forwards the data to the server 
application 108. The client middleware program 408 detects congestion within the 
SCA2 connection point and initiates the connection algorithm. The client 
middleware program 408 sends a **Roam" notification to the server computer 402 
to indicate that it will be changing connection points. The client middleware 

20 program 408 uses the algorithm described in FIG. 8 to locate a new IP connection 
point from its SCA and DCA tables 702, 1102. In this example, it successfully 
locates the connection point DCAl , and establishes a connection to it. The server 
middleware program 406 issues a successful connection message (OK) and the 
client middleware program 408 issues an acknowledgment. The client middleware 

25 program 408 completes the API " Send" request for the third set of data by 

successfully transmitting the data to the new connection point, DCAl . The server 
middleware program 406 acknowledges receipt of the third set of data and 
forwards the data to the server application 108. 

The algorithms detailed in FIGs. 8 and 9 can be employed by the server 

30 computer 402 to command the client computer 404 to "roam** to an alternate IP 
addressable connection point. The server computer 402 can specify a DCA or 
SCA connection point in the connection change command. 

The ladder diagram 1400 demonstrates an exchange between client and server 
computers 404, 402 employing the middleware embodiment of this disclosure. In 

35 this example, the server computer 402, while m the middle of data transfer, 
determines that the original connection point is congested and directs the client 
computer 404 to roam to an alternate connection point. The change is handled by 
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the middleware programs 406, 408 in such a way that the applications 108, 118 are 
never aware that the connection point has switched. 

Using the algorithm described in FIG. 8, the client middleware program 408 
locates the IP connection point, SCA2, from its SCA table and establishes a 
connection to it; the server middleware program 406 issues the successfiil 
connection message (OK) to the client middleware program 408; and the client 
middleware program 408 sends an acknowledgment of receipt of the successful 
connection message to the server middleware program 406, The server 
middleware program 406 then sends its list of DCA IP connection points to the 
client middleware program 408. The client application 118 issues an API "Send" 
request to the client middleware program 408 to transmit its first set of data to the 
server application 108. The server middleware program 406 acknowledges receipt 
of the first set of data and forwards the data to the server application 108, The 
client application 118 issues an API "Send" request to the client middleware 
program 408 to transmit its second set of data to the server application 108. The 
server middleware program 406 acknowledges receipt of the second set of data and 
forwards the data to the server application 108. The server middleware program 
406 then detects congestion within the SCA2 connection point and issues a "Go 
To" command to the client middleware program 408. The server middleware 
program 406 can provide a new connection point identifier or can allow the client 
middleware program 408 to select the next available connection point from its SCA 
and DCA tables 702, 1102. In this example, the server computer 402 provides a 
specific connection point identifier, DCAl. The client middleware program 408 
uses the algorithm described in FIG. 8, starting with the connection point identifier 
provided by the server middleware program 406, to locate a new IP connection 
point. In this example, it successfully locates the connection point DCAl, and 
establishes a connection to it. Had the connection attempt failed, the client 
computer would have sought the next available connection point from its SCA and 
DCA tables 702, 1102. The server middleware program 406 issues a successful 
connection message (OK) and the client middleware program 408 issues an 
acknowledgment. The client middleware program 408 completes the API "Send" 
request for the third set of data by successfully transmitting the data to the new 
connection point, DCAl . The server middleware program 406 acknowledges 
receipt of the third set of data and forwards the data to the server application 108. 

It will be appreciated that applications utilizing the middleware programs 
406, 408 preferably conform to an API (not a specific API since several APIs can 
be layered on the same MP, and it is possible that the client and server could use 
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different APIs). It will be ftirther appreciated that the invention disclosed here can 
be extended from a single computer that supports multiple, independent IP 
addressable network connection points to a set of independent computers each with 
their own IP addressable network connection point(s). The middleware 

5 embodiment of this invention can be utilized to collect a group of such IP 
addressable computers into a set of related IP addressable network connection 
points, such that application sessions could be transferred between independent 
computers rather than between network connection points on the same computer. 
This extension would require an additional set of middleware that would ensure 

10 that the context of an application session could be transferred from one computer 
to another when the connection point is changed. 

FIG. 15 is an electrical block diagram of an exemplary computer 402, 404 
suitable for use either as the server computer 402 or as the client computer 404, in 
accordance with the present invention. The computer 402, 404 comprises a 

15 conventional network interface 208 for establishing an application session with 
another computer through a network. The computer 402, 404 further comprises a 
processing system 206 coupled to the network interface for controlling the session. 
A user interface 214 is coupled to the processing system 206 for interfacing with a 
user. The user interface 214 includes a display 216, such as a conventional video 

20 display, and a conventional keyboard 220. The processing system 206 comprises a 
conventional processor 210 coupled to a conventional memory 212, which 
preferably includes a mix of ROM, RAM, and magnetic disk memory elements. 
The memory 212 includes software programs and other data for prograntuning the 
processing system 206 in accordance with the present invention. The memory 212 

25 comprises at least one application 108, 118 for establishing the application session 
with a similar application in another computer through a network. The memory 
212 further comprises the Application Programmatic Interface (API) 602,604 for 
programming the processing system 206 to interface with the application 108, 118 
in a predetermined manner. The memory 212 also includes the middleware 

30 program 406, 408 for programming the processing system 206 to establish and 
maintain a reliable Internet Protocol (IP) session between the server application 
108 and the client application 118, in accordance with the present invention. In 
addition, the memory 212 includes the Internet Protocol Network Layer (IPNL) 
110, 116 for interfacing with the network. The memory 212 further comprises an 

35 SCA store 230 and a DCA store 232 for storing Static Computer Addresses and 
Dynamic Computer Addresses, respectively. 
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The preceding examples have described a server computer having redundant 
links to the network, communicating with a client computer having a non- 
redundant link to the network. It will be appreciated that, alternatively, the roles 
can be reversed. That is, the client computer can have redundant links and can 
advertise DCAs, while the server computer has a single non-redundant link and 
stores SCAs and DCAs. It will be further appreciated that, as another alternative 
for even better link reliability, both the client computer and the server computer 
can have redundant links to the network and each can incorporate the link 
reliability features of both the server computer and the client computer, as 
described herein above, in accordance with the present invention. 

Thus, it should be clear from the preceding disclosure that the present 
invention provides a method and apparatus for establishing a reliable Internet 
Protocol (IP) session between a server application and a client application. When 
a network problem occurs during a session between two networked computers, the 
present invention advantageously provides a technique for locating an alternate IP 
network connection point, re-establishing the connection, and completing the data 
exchange from the point of failure. 

Many modifications and variations of the present invention are possible in 
light of the above teachings. For example, alternatively, the link redundancy can 
be performed with SCAs exclusively, without the use of DCAs and advertising. 
Thus, it is to be understood that, within the scope of the appended claims, the 
invention can be practiced other than as specifically described herein above. 
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What is claimed is: 

CLAIMS 

5 1. A method in a data communication system for establishing a reliable 

Internet Protocol (IP) session between a server application and a client application, 
the method comprising the steps of: 

establishing the session through a first network connection point 
associated with a first IP address; 
10 thereafter, determining that the first network connection point is 

inadequate for continuing the session; and 

in response to the determining step, transferring the session to a 
second network connection point associated with a second IP address, without 
interrupting the session. 

15 

2. The method of claim 1, further comprising, after the establishing step, 
the step of 

advertising, by a computer associated with the first and second IP 
addresses, at least one available dynamic computer address (DCA) that can be used 
20 as die second IP address. 

3. The method of claim 1, . 

wherein the determining step is performed by a middleware 

program, and 

25 wherein the transferring step comprises the step of establishing a 

connection with the second network connection point by the middleware program. 
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